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PayNet Products
PayNet

Bill & Invoice 
Payments 

QR

Mobile 
Payments

ATM 

Purchases at Point of Sale

Current Accounts

Savings Accounts

Line of Credit Accounts

Funds Transfer IBG

Recurring 
Payments

eSPICKCheques

MyDebit Online Purchases

DirectDebit

FPX

And one of our most recent launch…



National Fraud Portal (NFP)
PayNet



National Fraud Portal (NFP)
PayNet

Allow fraudulent funds movement to be traced much faster, 
facilitating fund recovery for the victim

Acts as a central mule repository for authorized financial institutions 
to refer, which encourages better collaboration between institutions

Provide insights into suspicious patterns and behaviors which may 
lead to the identification of new, unreported fraudulent accounts

Making predictions on whether an account shows a high 
probability of being a fraudulent account



PayNet

An incident is logged 
& validated

Mules are systematically removed or 
redressed in the financial system

Mule 
Assessment

Case Reports are passed to 
PDRM for investigation & 

law enforcement

Law 
enforcement

National Scam Response Center (NSRC)
NFP

FI freeze fraud funds in mule 
accounts

V

PayNet & Banks 
trace stolen funds

National
Fraud Portal

BNM creates a case 
& coordinates the FI

Frozen funds are 
returned to the 

victim

Loss Recovery

NSRC



Graph Analytics
PayNet

Community Detection

Centrality Measures

Neighborhood Analysis

Unusual Transfer Flow

Location Hotspots

Individual Persona

Structural Similarity

Graph Features



Machine Learning & AI
PayNet

Community Detection

Centrality Measures

Neighborhood Analysis

Unusual Transfer Flow

Location Hotspots

Individual Persona

Structural Similarity

Transactions Features

+ Time-based Features

Behavioral Features

Aggregation Features

…and more!

78%

Probability 
Score

Models

Graph Features
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